
Cybersecurity 101
Train your staff to combat hackers

Inflation and rising interest rates: What to expect

Is a CFO the right choice for your nonprofit?

News for Nonprofits

NONPROFIT

YEAR
END
2022

info@azcpa.com 
2418 W Barrow Drive, Chandler, AZ 85224 

Tel: 602.230.2700/Fax: 602.230.2705
www.azcpa.com



2

hen it comes to cyberthreats, your 
employees are on the front line, but many 
of them are unprepared. They may not 

be aware of the risks and red flags, and they may 
not know how to respond when cybercriminals 
strike. With the average total cost of a data breach 
at $4.35 million, and nonprofits far from immune, 
it’s time to provide your staff with the training they 
need.

Current battlefield
According to a recent study from the Ponemon 
Institute, a technology consulting company, 
employee negligence is the leading cause of data 
loss incidents. In fact, almost 60% of organizations 
experienced data loss due to an employee mistake 
involving email in the previous 12 months.

The shift to remote work, increasingly common 
for nonprofits, is notable, too. The Ponemon study 
found a strong correlation between the number 
of remote workers an organization has and a data 
breach’s cost. But the study also found that certain 
factors — including employee training — are asso-
ciated with a lower-than-average breach cost.

Critical components of training
Risks vary by organization, but cybersecurity train-
ing should, at a minimum, cover:

Passwords. It may be hard to believe, but many 
people still have poor password habits, even 
though it seems the importance of hard-to-crack 
passwords has been drilled into us for decades. 
Year after year, the lists of the most common 
passwords continue to include 123456, 123456789, 
PASSWORD and 12345. 

If your employees are using such simple passwords, 
they’re leaving your systems vulnerable to attack. 
Teach your employees how to devise strong pass-
words (for example, 12 characters with a mixture 
of numbers, symbols and upper- and lower-case 
letters). They also need to change passwords at 
least every 90 days and avoid re-using passwords 
for different apps, devices or software.

Social engineering. In social engineering attacks, 
including phishing schemes, cybercriminals use 
social skills to obtain or compromise an organiza-
tion’s information or computer systems. Phishing 
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is responsible for 16% of data breaches, according 
to the Ponemon report. But phishing is just one 
example of the social engineering threats your 
employees might encounter.

“Vishing,” for example, uses voice communication. 
It can be combined with other types of social engi-
neering to lure a victim to call a certain number 
and reveal sensitive information. “Smishing” lever-
ages SMS messages with dangerous links. Your 
training should teach employees how to recognize 
and resist the various sorts of schemes so they don’t 
fall prey and jeopardize your data.

Business vs. pleasure. When employees mingle 
their business and personal accounts, informa-
tion, and devices, disaster can result. Explain why 
they shouldn’t conduct business activities (such as 
accessing your organization’s banking account or 
sending confidential information) on their personal 
devices, or play games and watch videos on your 
nonprofit’s devices.

Similarly, they shouldn’t share USBs, hard drives 
or other external hardware between business and 
personal devices. And they shouldn’t download 
software or apps from unknown sources on either. 
Downloading malware on a personal phone used 
for work communications, for example, could 
make those communications available to hackers.

“Safe browsing.” Creating a culture of safe brows-
ing is especially imperative now that so much work 
is done remotely. In addition to warning employ-
ees to be cautious about suspicious attachments 
and links, you might want to require them to use a 
virtual private network (VPN) when accessing your 
system. A VPN establishes a secure, encrypted 
connection, hides the user’s IP address and acts as 
a filter to protect data from cybercriminals. Remote 
employees can get into your network and transmit 
data back and forth safely.

Keep it going
Effective cybersecurity training isn’t a one-off or 
annual event. With threats constantly evolving, 
make training a regular part of your staff’s work 
life. It doesn’t take weekly, hours-long sessions 
to make a difference. Micro-training with short 
videos or email reminders can go a long way when 
you’re trying to keep cybersecurity front of mind 
for employees. l

TRAINING BEYOND LECTURES

While the substantive content of your employee cybersecurity training is critical, don’t overlook the 
importance of the format. One-sided lectures and slide shows are unlikely to engage or stick with 
the audience.

If you want your staff to walk away ready to put your lessons into action, make the training interactive. It’s 
one thing to administer a quiz at the end of training. It’s another — and a more effective approach — to 
create simulations during or after training that allow trainees to put what they’ve learned to the test.

Some organizations deploy simulations in the midst of a workday to check how employees respond. 
These real-time assessments can provide much better insight into whether employees retain action-
able knowledge than a paper quiz can. However, quizzes can have their place. They may help you 
immediately determine who needs additional training. 

According to a recent  
study, employee negligence  
is the leading cause of data  
loss incidents.
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he inflation rate hit highs in 
2022 not seen since the early 
1980s, and the federal funds 

interest rate has continued to climb 
steadily, after historically low rates during 
the height of the pandemic. Few non-
profit leaders have dealt with such eco-
nomic conditions before. Read on to gain 
some insights on the landscape ahead and 
how you might prepare to navigate it.

The inflationary effect
High inflation generally hits nonprofits 
on two fronts. The first is that amounts 
many individual donors have to give will 
shrink as the costs that organizations 
incur to provide services rises. Younger donors, 
who are likely experiencing their first prolonged 
period of serious inflation, are especially vulner-
able. But even older and wealthier donors might 
curtail their giving if they hold assets, such as 
fixed-interest bonds, that are susceptible to infla-
tion. Government funding also could be at risk 
if state and local governments are forced to trim 
their discretionary spending.

The second is that nonprofits have reduced pur-
chasing power. If your organization provides 
services or has gas expenses, it may make adjust-
ments. Simultaneously, you might find it necessary 
to boost compensation to recruit and retain quality 
employees, whose own costs of living have gone up.

Impact on (and of) interest rates
The Federal Reserve (Fed) is tasked with both 
controlling inflation and maximizing U.S. employ-
ment. With the employment numbers — partic-
ularly the jobless rate — strong as of this writing, 
it’s focused on hiking interest rates to combat 

inflation. The Fed consistently raised rates in 2022, 
from near zero early in the year, and the Fed’s chair 
has indicated a preference for maintaining higher 
interest rates for “some time.”

So what does that mean for nonprofits? Just like 
for profit-based businesses, it suggests higher 
borrowing costs. If you need to buy equipment or 
property, or just make improvements to existing 
property, it will likely cost more to finance those 
purchases. If you lock into an interest rate now, 
you’ll have to pay it even if rates drop in coming 
years. On the other hand, if you opt for an adjust-
able rate, you could face even higher rates during 
your loan term.

Steps to mitigate risks
Nonprofits can take measures to reduce the poten-
tial pain from inflation and high interest rates. For 
example, you should consider:

l	  Delaying any projects or purchases that require 
financing or are still at high price points due to 
shortages,

T

Inflation and rising interest rates:  
What to expect



5

s nonprofits grow, some may struggle 
with the financial side. Let’s face it, 
nonprofits generally begin with a vision 

or passion, and not with financial know-how. For 
some organizations, a chief financial officer (CFO) 
may be a good choice. 

What does a CFO do?
Generally, the nonprofit CFO (also known as 
the director of finance) is a senior-level posi-
tion charged with oversight of an organization’s 
accounting and finances. CFOs work closely with 
executive directors, finance committees and trea-
surers, and serve as business partners to program 
heads. They report to executive directors or boards 
of directors on finances, analyze investments, 
develop budgets and devise financial strategies.

Startup nonprofits with small budgets and 
straightforward operations typically assign these 

responsibilities to executive directors. As organi-
zations grow and their financial matters become 
more complex, though, CFOs can help steer the 
ship. Their roles and responsibilities will vary 
greatly based on an organization’s size, as well as 
the complexity of its revenue sources. 

In nonprofits with budgets of $1.5 million  
to $10 million, CFOs often have broad  
responsibilities — possibly overseeing accounting, 
human resources, facilities, legal affairs, admin-
istration and IT. Midsize organizations, with 
budgets running up to $40 million and simple 
funding and programming, also may require their 
CFOs to cover such diverse areas. 

In larger nonprofits, though, CFOs usually have 
a narrower focus. They train their attention on 
accounting and finance issues, including risk 
management, investments and financial reporting. 

A

Is a CFO the right choice for your nonprofit?

l	  Making technological investments that will 
allow you to decrease your staffing costs,

l	  Developing alternative revenue streams (for 
example, you might charge a fee for services you 
already offer), and

l	  Developing partnerships with other organiza-
tions (for example, provide joint or complemen-
tary services or share space).

With the stock market continuing to fluctuate, 
this also could be a great time to seek donations of 
appreciated stock. Potential donors wary of falling 
stock prices could receive valuable tax benefits by 
donating shares when prices are relatively high, 
rather than taking losses after prices drop. Older 

donors also could reap tax breaks by making quali-
fied charitable distributions (also known as charita-
ble IRA rollovers) of appreciated assets.

Hang in there
The current economic situation shouldn’t leave non-
profits without hope — there are reasons for opti-
mism. Supply chains have become more stable since 
their 2020-2021 woes, and some financial experts 
believe inflation is showing signs of decelerating. In 
fact, some experts believe inflation may have peaked, 
and, if the Fed comes to the same conclusion, inter-
est rates could level off in the near future. Taking 
the steps outlined above can help your nonprofit 
keep its head above water until then. l
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CFOs of midsize organizations with diverse pro-
grams (for instance, several programs generating 
different types of revenue) or governmental fund-
ing may have a similar focus.

Which organizations need a CFO?
The size of your nonprofit isn’t the only factor to 
consider. Also look at the:

l	  Complexity and types of your nonprofit’s reve-
nue sources,

l	  Number of programs that require funding, and

l	  Strategic growth plans.

Static organizations are less likely to need CFOs 
than nonprofits with evolving programs and long-
term plans that rely on investment growth, financ-
ing and major capital expenditures.

How do you find a CFO?
Once you’ve made the decision to hire a CFO, 
consider the following when evaluating applicants:

Financial knowledge. With a CFO playing such 
an essential role, your nonprofit should seek, at a 
minimum, a person with in-depth knowledge of 
the finance and accounting rules for nonprofits. 
A CFO who has worked only in the for-profit 
sector may find the differences difficult to navigate. 

A nonprofit CFO also needs a familiarity with 
funding sources, grant management and, if your 
nonprofit expends $750,000 or more of federal 
assistance, single audit requirements.

Educational and professional credentials. The 
ideal candidate should have a CPA designation 
and, optimally, an MBA. The position also requires 
strong communication skills, strategic thinking, 
financial reporting expertise and the creativity to 
deal with resource restraints.

Passion for your mission. Additionally, you’d 
probably like the CFO (and every employee, for 
that matter) to have a genuine passion for your 
mission. Nothing motivates employees like a 
belief in the cause. And, in the case of a CFO, this 
makes it easier to understand that success for a 
nonprofit isn’t only about the bottom line.

Can you outsource CFO duties? 
The short answer is “yes.” Let’s say that your 
organization lacks the size or complexity to war-
rant having a full-time CFO on staff. Nonetheless, 
you desire the financial peace of mind that filling 
the position can provide. In this case, you might 
consider outsourcing CFO responsibilities. 

Outsourcing can produce several benefits at far less 
cost. With outsourcing, you can obtain cost-effi-

cient access to top-notch expertise. It will 
likely cost far less than hiring an executive 
with the appropriate background. You 
might even determine that your organiza-
tion doesn’t have enough financial “work” 
to keep a full-time professional on staff 
busily engaged.

Ready to take the leap?
Hiring a CFO to help your organization’s 
decision makers may boost your nonprofit’s 
financial performance. But don’t do it with-
out first considering whether your nonprofit 
really needs one and can afford it — there’s 
a lot to consider before taking the leap. l



Community foundations pull back  
on funding

A new survey of 98 
community founda-
tions representing 
about $38 billion 
in assets reveals a 
worrisome trend for 

nonprofits that rely on foundation funding. The 
FEG 2022 Community Foundation Survey from 
Cincinnati-based Fund Evaluation Group (FEG) 
Investment Advisors indicates that only 6% of 
community foundations expect to change their 
spending. Just one-third of those expect to increase 
their spending. The median spending rate fell 
from 4.4% in 2021 to 4.3% in 2022. The respon-
dents also report a growing interest in responsive 
investments that produce both financial and social 
benefits. While only 16% of respondents held such 
investments in 2017, 55% have them in 2022. 
Donor interest is one reason for the surge. Fifty-
four percent of donors expressed an interest in 
responsive investment this year, more than double 
the donor interest in 2017 (26%). l

Why nonprofits’ recovery  
shows fits and starts
A report on the health 
of U.S. nonprofits from 
Independent Sector 
finds that the sector 
seems to be somewhat 
sluggish and vulnerable 
post-pandemic. For 
example, though giving 
at the end of 2021 held 
steady compared to 2020, high inflation in 2022 
meant that the status quo wasn’t sufficient for some 
organizations to maintain their staff, services and 
impact at 2021 levels.

But the gross value added by nonprofits to the 
economy exceeded the gross domestic product in 
the first half of 2022, with nonprofits contributing 
$1.4 trillion to the economy in the second quarter 
of 2022. It remains to be seen, though, whether 
this is a leading indicator of an accelerating recov-
ery. After the 2008 recession, most organizations 
experienced a single-year reduction followed by a 
recovery year.

The report warns that nonprofit leaders should 
prepare to weather economic trends. For example, 
high inflation could cause higher direct costs. It 
also could lead to reduced government funding 
and flat or reduced giving. See “Inflation and rising 
interest rates: What to expect” on page 4 for more 
on inflation. l

Charities have new 
domain name options
Nonprofits have several 
new options when  
it comes to their 
Internet domain names. 
Public Interest Registry 
(PIR) — the Virginia-
based nonprofit that coor-
dinates website domains — has 
added .charity, .foundation, .gives and .giving to 
its nonprofit top-level domain offerings. This could 
be welcome news for organizations that failed to 
secure their names on some of the larger top-level 
domains, such as .org, .com or .net.

PIR believes that these domains offer a variety of 
benefits to mission-driven organizations. For exam-
ple, a nonprofit could use one of the new domains 
for a standalone website for a specific campaign 
or project, serving as a complement to its primary 
website. The new domains can be purchased through 
accredited registrars listed on PIR’s website. l

7This publication is distributed with the understanding that the author, publisher and distributor are not rendering legal, accounting or other professional 
advice or opinions on specific facts or matters, and, accordingly, assume no liability whatsoever in connection with its use. ©2022
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SECHLER MORGAN CPAs, PLLC
2418 W Barrow Drive  
Chandler, AZ 85224 
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The support you need. The service you’re looking for.
Succeeding in the not-for-profit sector today requires more than a strong commitment to your mission. It takes 
shrewd fiscal management, careful regulatory compliance, skillful use of technology and the assistance of advisors 
who know the issues nonprofit organizations face and how to address them. 

This is where Sechler Morgan CPAs, PLLC comes in. Our team of experienced professionals cherishes the opportunity 
to support nonprofit organizations, meet their management challenges and fulfill their missions. We offer a variety of 
specialized accounting, tax and consulting services including:

RESPONSIVE QUALITY

We are committed to providing responsive, personalized service to the highest quality. We take time to truly understand 
your Organization so that we can customize our recommendations to your specific situation. Our goal is to make your 
processes easier, streamline your operations and ensure your success in reaching your goals.

We welcome the opportunity to discuss your mission and vision so that we may assist you with our expertise. Please call 
us at 602-230-2700 or e-mail info@azcpa.com and let us know how we may support you. Be sure to visit our website at 
www.azcpa.com for additional tools and information, as well as our archive of this newsletter.

k	 Audit intermediary services

k	 Budget and policy design

k	 Outsourced accounting/bookkeeping 

k	 Tax form preparation (990, etc.)

k	 Strategic and management consulting

k	 Speaking on financial literacy and other topics

k	 	Technology and virtual system design




